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Anti-Piracy Group-1B

Smart protection of your digital
content from the market leader




Company
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Group-IB 8 one of the global +
leaders in providing high-fidelity 1000

Threat Intelligence and anti-fraud successful investigations

. worldwide, 150 of which were
solutions of special complexity

EUROPOL  INTERPOL os|Cle
Official Interpol and Europol Recommended by the Organization for
partner Security and Co-operation in Europe
(OSCE)
WORLD
ECONOMIC BUSINESS
FORUM INSIDER
Member of the World One of the top 7 most influential cyber
Economic Forum security companies according

to Business Insider UK

GROUP-IB.COM

$300 million

returned to our clients due
to Group-lI B éfferts

Forrester Gartner

According to Forrester and Gartner, Group-1B
Threat Intelligence is among the best services
in the world

IDC

Leader of the Russian Threat
Intelligence Market
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Problem of piracy sROUP||

International market volume, The largest damages from online piracy are incurred by
in bin USD copyright owners in the US:

$58 bin USD

6 American film production companies lose to
piracy annually
4,8 The Motion Picture Association of America, 2013
36 $ 18.4 bln USD
American TV production companies lose to
piracy annually
2,4
True Optik Data Corp, 2014
- $12.5 bln USD
American music production companies lose to
0 piracy annually

2014 2015 2016 2017

The Recording Industry Association of America, 2007
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Games of Thrones case GRDUP‘iB|
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Pbrbes 1 l‘l.h Top 20 Stocks for 2016 L[

o o Il

JGameOf '}l:rones Finale Sets New Piracy Record . .
g il O downloads just 8 hours after the final
T e e ——— episode ofthe Gameof Thr onesd
fifth season was released on the
‘Game of Thrones’ Breaks All-Time TV
Piracy Record Internet

Information provided by Torrent Freak

$44 000 000

Lost income for 1 episode
Information provided by Tru Optik

MOST POPULAR
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Expendables 3 Movie Leaked

THEWRAP

How Much Will Piracy of ‘The Expendables 3" Cost

GROUP-IB.COM

Lionsgate?
flvfinfa] ¢ ]

The third movie in Sylvester Stallone's franchise has been downloaded more than two million times over the past week

Lucaz Shaw | August], 2014 @ 6:50 AM

Lonsgste

A leaked copy of Lionsgate’s “The Expendables 3" will cost the studio
millions in revenue at the box office, experts in intellectual property and
piracy tell The 0. People have downloaded the movie two million
times since it leaked this past weekend, and two weeks remain before
the third installment in Sylv
theaters.

ster Stallone's action franchise opens in

It is difficult to calculate the precise effect of piracy on a movie's box
office take, but lawyers and professors agree a leak this far in advance of
a movie's release date will curb ticket sales. The real question for
Lionsgate and Avi Lerner, the producer of the film, is how much they
stand to lose.
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bbc.com

BEAE o sionin News
NEWS

Home Video World UK  Business

Technology

Sport  Weather  Shop  Earth = Travel

Tech Science Magazine Entertainment & Arts

Suspects behind Expendables 3 leak

arrested in UK

© 25 November 2014  Technology

Anti-piracy police have arrested two
men on suspicion of leaking action
film The Expendables 3 before its
release date.

Detectives from the Police Intellectual
Property Crime Unit (Pipcu) arrested two
men in Upton, Wirral, and Dewsbury,
West Yorkshire.

Copies of the film began circulating online
from 25 July. The official US release date
was not until 15 August.

The high-quality pirated copy was viewed
hundreds of thousands of times.

The men, a 36-year-old and 33-year-old,
were arrested at their homes and taken to
local police stations.

The Expendables 3 starred Sylvester Stallone
and Jason Statham (pictured)
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Top Stories

German trains in deadly head-on
crash

© 7 minutes ago

New Hampshire votes in key US
primary

© 4 minutes ago

Andy Murray's wife gives birth to
girl

© 43 minutes ago

Features & Analysis

2t W sl
Why Japan hunts whales
History, food, identity or perhaps
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Announcements of the 150 pirated copies for a

mo v iSpecti@d o n | i n e new episode of the Game of

streaming appeared on Thrones' fifth season were
pirated websites 6 months on VK.com on the night
before the official release after the first illegal copy

was released on the Internet

GROUP-IB.COM
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More than 300 websites
with illegal copies of the
mo v i éMem Days of
Fut ur eweRRast 0
uncovered on the day the
first illegal copy was
released on the Internet
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Effective solution

0

Accuracy
24/7 monitoring of

120 000+ online
resources

GROUP-IB.COM

0

Speed

80% of links to
illegal content are
successfully
blocked within 24
hours

)/ r’;&; 2’ J

0

Effectiveness

In 7 days, up to
99% of pirated
content sources are
eliminated using
pretrial measures
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Visibility

24/7 access to
illustrative statistics
updated in real time
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How Anti-Piracy at Group-IB works?

GROUP-IB ANTI-PIRACY
SOFTWARE INTERFACE

{%} SYSTEM
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TASK MANAGER

® ® @ TASK MANAGER

Task manager
USes Accounts
and proxies

to visit web-sites
and log in

® ® ® PARSERS
o. Unique multiparser for every CMS type of web-site o

00 OELETED CONTENT

CLIENT'S
DASHBOARD

#
R

GROUP-IB.COM

LINKS FOUND/
REMOVED
FOR EACH TITLE

m Date
n Status

IP address

E Hosting

Date of sending request

Database
with more than

150000
websites including
Google and Yandex

%0

® ® @ PRIORITY LIST

Sstr 1 Site 1 [page1]  acc 1
—i
Sstr 2 Site | [page2) acc2
Sstr1 Site 2 [pagel) proxy 1
i
Sstr2 Site 2 [page2) proxy 2

STATISTICS ' REPORTS

: —y Weekl
B Avaitability index &mon);hly reports
Possibility of unloading
Total links found the information
at any time

Most problematic
resources

GROUPR|IB
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Group-1B Technologies GROUP|B|
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Machine-learning Digital fingerprint Big Data Intelligence driven

Machine-learning Digital fingerprint Special database Special investigation

technology is used technology for quick analysis for detecting tools which helps in

for text analysis of video-files and relationships between taking actions in

web-site pages. pictures matching. pirate websites, removing infringement
sources and social content.

network groups.
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Clientds interface GF!CJLJF"iB|
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